
Warning against frauds. 

From time to time, P.M.I. Comercio Internacional, S.A de C.V (PMI-CIM) has been made aware 
of different attempts of phishing or scam (internet fraud) by third parties unrelated to PMI to 
supply Mexican crude oil in the international market. If you receive an offer or proposal on behalf 
of P.M.I. Comercio Internacional, S.A de C.V. please, contact us at our phone number (+52) 
19440043, to the established contacts in our directory 
(http://portal.pmi.com.mx/Paginas/Directorio-Comercial.aspx?IdSec=13&IdPag=64) or  through 
an email sent to our Contact section http://www.pmi.com.mx/Paginas/Contacto.aspx?IdSec=23 
to verify the authenticity of the proposal or offer received. 
In case of using the contact form of this website, one of our commercials will contact you by 
phone or email. 
It's important to mention that PMI is the only authorized company to sell Mexican crude 
extracted by Petroleos Mexicanos through Pemex Exploración y Producción. 
Important information you must know as a receptor of scam or phishing messages 

1. Corporate phishers are used to operate in B2B (business to business) portals with 

platforms and domains registered in regions of questionable protection in the field of data 

protection on the internet. 

2. The names of institutions, companies and offices that appear in those messages even 

being similar in content (address, corporate image, etc), are identifiable as gross fakes 

when they are compared to the contents in PMI corporate website. 

3. All the information and identity data given in these messages (post office boxes, email 

or phone numbers) are fake, and they don't match in any way with the PMI's scope of 

operation. 

4. When you receive emails, never trust any commercial communication with a domain 

different than @pmicim.com.  PMI never communicates business issues from domains 

such as @outlook.com, @hotmail.com or @gmail.com. 

5. The only way to stablish commercial relationships (as a client or provider) with P.M.I. 
Comercio Internacional S.A de C.V., is by a previous contact with of representatives 
either by phone, electronic media or personally in one of our work centers with our 
commercial team. 

Tips to defend yourself against these scams 
1. Don't trust these messages (especially when transaction prices are significantly different 

than the market trend). Make sure that the address and phone numbers are the same 

as the ones published in www.pmi.com.mx. If you have any question, contact PMI-CIM 

to verify the message received. 

2. Don't pay or give any amount in advanced and never give any personal or financial 

information without being completely sure who you are giving it to. 

3. Finally, always keep in mind that these phishing networks or scam are used to work from 
other countries different than the addressee and that makes it very difficult to investigate 
and solve the crimes committed.  
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