1. Open Acrobat Professional and click on Sing icon. Select “Sign this
Document...”
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Create a Blank Signature Field ¥

How To...Sign

Document Is Mot Certified

.-_f"_\ ¥ou are about ko apply the First Digital Signature ko this document.

Jookmarks

If wou received this document From someone else, it could have been altered without the
author's consent, Unless you receive this file from a trusted sender, vwaou may not want ko sign
ik,

If vwou created this document, wou may wank to apply a Certifying Signature instead of a
regular Digital Signature, If unauthorized changes are made ko a Certified document, the
Certifying Signature will be invalidated,

| Conkinue Signing. G [ Certify Document, ., ] Cancel

Save as Certified Document

Y¥ou are about ko create a Certified document, By certifying a document wou vouch For its
. contents and enable recipients ko werify that the dacument came From yau, Cerkifving a
1 document also adds tamper-resistance to detect and prevent unwanted changes,

In arder ko certify a document, vou need ko have a Digikal 1D, IF waou inkend ko diskribute this
document to a large audience, it is suggested that wou use a Digikal ID From one of Adobe's
parktners. This will allovs any recipient with Acrobat or Adobe Reader ko automatically werify the
cerkification.

| et Digital 1D From Adobe Partner, .. |

[ ]oon't show Again




Save as Certified Document - Choose Allowable Actions

Please chodse which actions should be allowed for this document, Unpermitted changes will
invalidate the WNrtification,

Pt a7 =Tn Ieatelu el s EHIME il anee changes ko the document

Lock the Certifying signature so that it can't be cleared or deleted by anyone

[ ek ][ Zancel ]

Save as Certified Document - Select Visibility

Would yiou like the Certification to be wisibly shown on the document? Recipients will always be
ified that this document: is Certified whether or not the Certification is visible,

(#)5hall Certification on document;

o nok shaw Certification on document

[ Mexk ] [ Cancel
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Adobe Acrobat

& Using wour mouse, click and drag to draw the area where wou would like the
\!‘) Certification to appear on your document, Once you finish dragaging ouk the
desired area, vou will be taken ko the next step of the Certification process,

[ Do nat show this message again!

Ik l [ Cancel

Select the area where you’d like to post the certification image.




Apply Digital Signature - Digital ID Selection

Please select a Digital ID ko use to sign this document,

My Digikal I0s

Marne Issuer Storage Mechanism Expires

‘fou do not have any suitable Digital IDs, Click Add Digital ID ko get one 47,30 Digital 1D

N,

i Refresh

Digital ID Selection Persistence

Your Digital ID can be used ko sign and decrypt documents, The Certificate that comes with wour
Digital ID is used by others when werifving wour signature and encrwpting docurments For wou,

If wou have received a document requiring wour signature, in mosk cases vou should have already
been given instruckions an how to obkain a Digital 1D, Otherwise you can choose one of the
Following options,

{_)Find an existing Digital ID

Browse For an existing Digital ID to add to wour list of Acrobat Digital IDs,

{(¥)Cgeate a Self-Signed Digital ID

reate a self-signed Digital ID with a Certificate to distribute to others who need to validate
wour Digital Signatures of encrypt documents For you,

") Get a Third-Party Digital ID

a0 ko a Web site with information on how to get a Digital ID. Third party Digital ID providers
give baoth senders and recipients a convenient way to exchange Digital IDs.




Add Digital ID

#=>| fou are abouk to create & self-signed Digital ID.

‘o will be the only certifying authority For this Digital ID. Others wishing ko wvalidate this
Digital ID will need to conktact wou directly. As a result, this Digital ID may not be
appropriake for use in situations reguiring third party salidation,

Click Mext to continue creating this self-signed Digital ID.




Add Digital ID

Where would vou like to skore your Self-Signed Digital IDF
") New PKCS#12 Digital ID file

Creates a new password protecked Digital ID file that uses the standard PECS#12 format, This
commen Digital I file Format is supported by most security software applications, including
rajar web browsers, PKCS#12 files have a .pfx ar .pl2 file extension,

(=) Windows Certificate Store:

Your Digital ID will be stored in the \Windows Certificate Store where it will also be available to
other Windows applications. The Digital ID will be protected by wour Windows login.
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Add Digital ID

Enter wour Identity information to be used when generating the Self-Signed Certificate,

Mame (e.g. John Smith): |Fi|| this Field

Crganizational Unit: |Fi|| this field

Drganizakion Mame: |Fi|| this Field

Email &ddress: |Fi|| this field

Country/Region: | LIS - UNITED STATES v|
[]Enable Unicnﬁg@iﬂ:

Key Algorithm: | 1024-bit RS54 v

IJse Digital ID for: | Digital Signatures and Data Encrypkion hd |

(e ) O]

Apply Digital Signature - Digital ID Selection

Please select a Digital ID ko use to sign this document,

My Digikal I0s
Marne Issuer Storage Mechanism Expires
FillthisField FillthisField Windows Certificate Store 2011.10,02 18:2..,

E‘.f'._.dd Digital ID |

Digital ID Selection Persistence

{*) Ask me which Digital I0 to use next time
(") Use this Digital ID until I close the application
() Blways use this Digital 1D

(]4 ] [ Cancel




Save as Certified Document - Sign

l To complete the signing process, wou must apply the Digital Signature ko the document by saving
the document, In case you need ko later make changes ko the original, it is recommended that
wou create a new signed copy of the document by clicking Sign and Save As,

Signature Dekails

Signing as fillthisfield. ¢ Wiew Digikal ID,..

Reason For Signing Docurment: (seleck or edik)
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Help ] [ Sign and Save As... \ Sign and Savz Cancel

Apply Signature to Document

@ ‘fou have successfully signed the document,
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Internet Properties

General | Security F'rivac_l,ll Content |I:|:|nnectil:un$ Programs || Advanced

Content Advisar

Ratingz help you control the Intermet content that can be
m viewed on this computer,

Enable...

Certificates

% Uze certificates bo pozitively identify yourself, certification
@l authorities, and publiz

[ Clear 551 Stateq Eertificates..z Publizhers...

Perzonal information

E AutoComplete stores previous entries AutoCamplete. .

and suggests matches far pou.

Miu:ru:-su:uft_F'ru:ufiIe é.ssistant ghores your by Profile. .
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Certificates

Intended purpose; | <All= w |
Personal |Other People | Intermediate Certification Autharities | Trusted Root Certificatior 4 *
Issued To Issued By Expiratio,.. | Friendly Mame
EFillthisField FillthisField 10fz}2011  <None=
Impart... i Export... Remove Advanced. .,

Certificabe intended purposes
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Close




Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare ko waur disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure netwaork,
connections, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mext,

uext:b |[ Cancel

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private kevs are password protected, IF wou want bo export the private key with the
certificate, wou musk bype a password on a later page.

[0 wou want to export the private kew with the certificate?

Yes, export the private key

(#NY do not export the private keyv

< Back. ” Mexk = I[ Cancel




Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formats,

S e Format you want to use:

(#)DEP. encoded binary x,509 ( CER)

ase-64 encoded ».509 {,CER)
() Cryptographic Message Syntax Standard - PRCS #7 Certificates ( P7E)

< Back ” Mexk = ][ Cancel ]

Certificate Export Wizard

File to Export
Specify the name of the file yau wank to export

File name:

Location!filenanme| | [ Browse. .,

< Back. ” Mexk = ][ Cancel




Certificate Export Wizard

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

File Mame Crilisy
Export keys Mo
Include all certificates in the certification path  ho

Fil= Formak DER Er
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X

< Back ” Finish I[ Cancel

Certificate Export Wizard @

The expart was successful,

Clic Close and then OK.




